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Trust In Soclety




Interpersonal Trust
and Cooperation

Especially within this environment, trust
is everything, from people we hire, to how
we approach rolling out security solutions.

'll take all the information that | can c%
and gather, but | am very slow to release
information... | don't really give out information
unless | absolutely inherently trust somebody
with my life... it has to be trust gained over
repeated interactions for a number of years

Constrained
circulations
of knowledge
and practice

before we feel comfortable in sharing

w each other. /

Meetups are a safe space because at least
some security meetups are invite only. You don't
et in without going through a vetting process.

The thing that really was most effective
was that you had someone personally vouch
for each individual. It was individuals that
participated, as opposed to teams.

That fixed most of the problems right there.




Learning vs. Sharing
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My nature, before | refer someone, I'll actually
think twice. I'll only refer someone that | truly
do trust. Our people's way of it is that if
somebody started leaking information out
and people actually found out about
it, they're like it's not only that person
that will get kicked out,
potentially the person that referred
them would actually get kicked out of that
as well. The information that we get through
[redacted trust circle] is highly valuable,
so we'll do everything we can to make sure
that none of that happens.

| know that my colleagues, internally,
they do have a very, very small list of
companies that they share with. That's
named individuals at known, named
companies. The fact that it is small
changes the quality. If you personally
know every single person who is going
to be reading this, and they're of a shared
understanding that this is not circulated
beyond the list, then that, to me, would be
the precursor and a dependency for actually
sharing stuff that really matters.




Importance of Social Groups

and Contexts for Learning Skills

—Students in degree programs
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—Working together
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—Conferences

—Workplace
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ﬂme personally, school is probam

the least important. From a specific
technical security engineering capacity,
definitely, experience, hands-on work.
Through all the mentorships | had, as
well as being tasked through those
mentors to learn and get hands-on
technical work, that's where I've
learned the majority of my stuff.
Through networking, through meet-ups,

you obviously learn as well through
other people what they're rolling out. When | had that first interview and my first job,
80 percent of what | knew about computers and

computer security was self-taught. The other
18 percent was | took a couple computer science

courses at my university. The last two percent

| would say were from the little bit of time
that | spent at SANS. Underground hacker forums,
neworder.box.sk was the number one place. Lots
of underground tech sites and hacking magazines,
like Phrack. | would scour the Internet for the forums,

the chat rooms, and the places where information
was disseminated about underground hackiny




A Fragmented Field




A Fragmented Field

@%
f -

Novelty

For more information, see full report:
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Computer Ownership Varies
Greatly by Race and Ethnicity,
Household Income and
Educational Attainment

% of U.S. adulfs who own a deskiop or laptop

Access to computers growing up

=
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Percent

computer
U.5. adults T3
Sex
Men T4
Women 71
Race/ethnicity
White 79
Black 45
Hispanic B3
Age group
1829 7a2
30-49 81
50-54 7O
B85+ b
Household income
= 30K 50
$30K-549,999 80
$50K-574,999 S0
FTEK+ 91
Educational attainment
Less than high school 259
High school 63
Some college 81
College+ 90
Community type
Urban &7
Suburban [
Rural BT
Source: Pew Research Centersurvey conduc arch
’—I 17-April 1 nan
| [ | | [ Hispanics. N
No access Home, not School, not Home and School Other

PEW RESEARCH CENTER
School Home
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